
Digital Citizenship:  Etiquette 

 

My Online code & Breaking Down Hate Speech Grades 9-12 

 

Essential Question: 

What does it mean to do the right thing online? How can you create a community culture in 

which hate speech is unacceptable, both online and offline?  

  

 

Lesson Overview 

Students discuss their understanding of ethical behavior and are introduced to the concept 

of online ethics.  Students learn the definition of hate speech and understand how it affects 

individuals, groups, and communities. 

 

 

Learning Objectives 

Students will be able to ... 

• understand the concept of online ethics as it applies to four key areas. 

• define digital citizenship and identify their online responsibilities. 

• explore online ethics by analyzing a mock social networking page. 

• recognize hate speech and its impact on individuals, groups, and communities, both online 

and offline. 

• analyze situations to determine if they constitute hate speech. 

• create a set of community guidelines for dealing with online and offline hate speech at 

school. 

 

 

Estimated time: 55 minutes 

 

Common Core Standards Alignment  

• grades 9-10: RL.1, RL.2, RL.4, RL.7, RL.8, RL.10, RI.1, RI.2, RI.4, RI.10, W.1a-e, W.2a-f, W.4-

6, W.3a-e, W.8-10, W.10, SL.1a-d, SL.2-5, L.4a, L.6 

• grades 11-12: RL.1, RL.2, RL.4, RL.7, RL.8, RL.10, RI.1, RI.2, RI.4, RI.10, W.1a-e, W.2a-f, 

W.3a-e, W.4-6, W.8, W.10, SL.1a-d, SL.2-5, L.4a, L.6 

• NETS•S: 1a-d, 2a, 2b, 2d, 3b, 3d, 4a-d, 5a-d 

 

Key Vocabulary  



• ethics: a set of principles and morals governing people’s behavior, including honesty and 

respect toward others 

• online ethics: a set of principles and morals governing people’s behavior as it relates to 

the Internet and digital devices 

• digital citizenship: a safe, responsible, and ethical approach to functioning in the digital 

world 

• hate speech: making cruel, hostile, or negative statements about someone based on their 

race, religion, national origin, disability, age, gender, or sexual orientation 

• stereotype: a simplified and often negative assumption about a particular group of people 

• derogatory: intentionally hurtful and harmful, designed to insult or degrade 

• mediation: efforts by someone who is not part of a situation to settle disputes 

 

 

Materials and Preparation 

• Copy the Judging Jeff’s Profile Student Handout, one for each student. 

• Review the Judging Jeff’s Profile Student Handout – Teacher Version. 

• Copy the “Hate Speech Corrodes Online Games” article excerpt, one for each student.   

• Review the article “Confronting Hate Speech Online” from the Anti-Defamation League for 

useful background about addressing hate speech.  http://www.adl.org/combating-

hate/cyber-safety/c/confronting-hate-speech-online.html  

 

This lesson has Two Sessions: 

Session 1 

DEFINE the Key Vocabulary terms ethics and online ethics. 

INVITE students to think of someone they believe is very ethical. This can be a family 

member, a friend, or a public figure that they do not know personally. 

ASK: In what ways is the person you identified ethical? 

Encourage students to provide examples of ethical behavior that show honesty and respect 

toward others. 

ASK: What are examples of ways that people behave unethically in their dealings with others? 

Have students provide examples, and then explain why the behavior is unethical. Record 



student responses. 

Sample responses: 

• Lying to someone who trusts you. This is both dishonest and disrespectful. 

• Spreading rumors about someone. This shows disrespect toward the feelings of others. 

• Joining in bullying even when you know it is wrong. This is both dishonest and hurtful to 

others. 

ASK: What are examples of ways that people behave unethically in the community? 

Have students think about their school community, but also about the larger communities 

they belong to as part of their town, nation, or planet. You may wish to have students 

provide examples of ethical and unethical behavior from current news stories. Sample 

responses: 

• A student cheating on a test. This is dishonest and violates a community honor code. 

• A politician lying to voters. This is both dishonest and disrespectful toward the community 

he or she represents. 

• A company polluting the environment. This shows disrespect toward the community that 

shares the planet. 

ASK: What are examples of ways that people behave unethically online? 

Encourage students to think about what it means to be honest and respectful online, and 

how people can violate that ethical code. 

Sample responses: 

• Posting information about people at school that they would never want shared 

• Pretending you are someone else in an online chat room 

• Starting a cruel social network page about members of the community 

• Copying and pasting parts of someone else’s work into your own without giving them 

credit 

ENCOURAGE students to compare and contrast ethical and unethical behavior in the offline 

and online worlds. Students should recognize that the same kinds of principles apply in 

both places, but they play out in different ways. 

INTRODUCE students to four topics that are key to online ethics. Explain that they will be 

further exploring these areas in the remainder of the lesson. 

1. Privacy: Respecting the privacy of others online 



2. Self-Expression and Identity: Presenting yourself in an honest and genuine way in the 

online world 

3. Connected Culture: Treating others in a kind and respectful manner, and avoiding 

cyberbullying 

4. Respecting Creative Work: Giving credit to others and/or asking their permission when 

you use their work as part of your own 

ARRANGE students into four groups and give each group a copy of the Judging Jeff’s 

Profile Student Handout. 

ASSIGN each group one of the four topics you just introduced, which correspond to 

different parts of the handout. 

EXPLAIN to students that they will be analyzing a fictional profile. They will be asked to 

think about the online ethics involved in some of the postings in the profile. Make sure 

students understand the instructions, and allow 10 to 15 minutes for groups to complete 

their work. 

INVITE the groups to report to one another on their topic. They should both summarize the 

content of their part of Jeff’s profile and share their responses to the questions. Refer to the 

Judging Jeff’s Profile Student Handout – Teacher Version for guidance on leading the 

discussion. 

DEFINE the Key Vocabulary term digital citizenship. 

INVITE students to complete this sentence: A good citizen of the digital world 

__________________. Students should consider their responsibilities – as digital citizens – to 

themselves, their family and friends, and their community. Encourage them to recall the 

four topics they explored in Teach 1, and address these topics as they complete the 

sentence. 

Sample responses: 

• Respects other people’s privacy online 

• Represents himself/herself honestly online 

• Posts things that won’t harm himself/herself or others 

• Properly cites the work of others for assignments 

RECORD the student responses and have volunteers create a list to display in the 

classroom.  

Session 2 



DEFINE the Key Vocabulary terms hate speech, stereotype, and derogatory. 

EXPLAIN to students that they will learn to recognize hate speech online and offline. They 

will hear examples of hate speech and explore how it affects individuals, groups, and 

communities both online and offline. Explain that discussing these matters does not mean 

anyone approves of the statements. 

ASK: What are some general ways that hate speech can be used in the offline world? 

Sample responses: 

• Calling people names based on their race, religion, national origin, disability, gender, sexual 

orientation, or any other type of group that is disenfranchised in our society 

• Saying things about people that are based on social identity stereotypes 

ASK: What are some general ways that hate speech might be used online? 

Sample responses: 

• Sending an email or a text to someone that insults their religion, national origin, disability, 

gender, sexual orientation, etc. 

• Saying derogatory things about people in a chat room, on Facebook, or Twitter, about these 

groups 

INSTRUCT students to read the following excerpt on their own or have a volunteer read it 

aloud. The excerpt comes from the story “Hate Speech Corrodes Online Games” by 

Associated Press writer Nicholas K. Geraniols. 

It’s not just cyberbullets that are exchanged during firefights on the XBox Live version of “Call 

of Duty.” Many gamers also exchange hate speech over their headsets as they stalk each other 

across the virtual battlefields. Players trade racist, homophobic and anti-Semitic insults so 

frequently that game makers 

are taking steps to tone down the rhetoric. The comments would shock parents who may not 

realize their children are constantly exposed to language that might make a sailor blush. Most 

parental concerns have focused on violence, not language. One gamer told an opponent he 

presumed to be Jewish that he wished Hitler had succeeded in his mission. Many exchanges 

involve talk of rape or exult over the atomic bombing of Japan. There are frequent slurs on 

homosexuals, Asians, Hispanics and women. Such comments can be heard on all online video 

gaming systems, including PlayStation Network, Blizzard Entertainment (World of Warcraft) 

and others. 

ASK: What are some examples of hate speech that were described in the article? 

Students should understand that the comment about Hitler is hate speech against Jewish 

people, comments about rape are hate speech against women and girls, and references to 



the bombing of Japan are hate speech against Japanese people, or Asians in general. In all 

three cases, the offenders wish their opponents serious harm based on their presumed 

membership in a particular group. 

ENCOURAGE students to think about how hate speech can affect more than just the target. 

Students should understand that hate speech can create an environment in which it is 

difficult to learn or work, and in which members of the targeted groups may be placed at a 

disadvantage. 

ASK: How might hate speech damage an online community? 

Guide students to understand that hate speech online can quickly reach many people 

because information spreads rapidly to vast audiences online. Hate speech can make 

targeted members of an online community feel that they are not welcome. Members who 

are bystanders may also feel scared, trapped, or intimidated. 

 

Closing  

You can use these questions to assess your students’ understanding of the lesson 

objectives. You may want to ask students to reflect in writing on one of the questions, using 

a journal or an online blog/wiki. 

Session 1 Closing 

ASK: What are some ways to behave ethically when you are online? 

Look for responses that span the four online ethics topics: 

privacy, self-expression and identity, connected culture, and respecting creative work. 

Sample responses: 

• Protecting your privacy and respecting that of others 

• Presenting yourself sensibly and appropriately 

• Treating others with respect and kindness 

• Getting credit for your work and citing that of others 

ASK: What are examples of unethical online behavior? 

Again, encourage students to cover the four online ethics topics. You may also wish to have 

them supply a concrete example of each type of behavior, either from their own 

experiences or from current events. Sample responses: 

• Sharing embarrassing information about someone in an online forum 

• Creating a profile with false information and tricking people with it 

• Posting a cruel remark about someone on a social network 

• Using the work of someone else in a mash-up without citing it 



ASK: What are some of your responsibilities to yourself, your friends and family, and your 

community when you are online? What happens when you don’t fulfill your responsibilities as 

a digital citizen? 

Responses should be based on the day’s activity as well as on personal experience. 

 

Session 2 Closing 

ASK: How would you describe hate speech to another student who might not know the term? 

Students should understand that hate speech includes any cruel, hostile, or negative 

statements directed toward someone based on their race, religion, national origin, 

disability, age, gender, or sexual orientation. It includes name calling, spreading 

stereotypes, and making derogatory comments, either in person or online. 

ASK: How would you describe the impact of hate speech on individuals? On targeted groups? 

On communities? 

Students should recognize that hate speech can make an individual target feel scared, 

angry, and humiliated. It can affect members of the targeted group and create a community 

climate of hatred, mistrust, and inequality.) 

ASK: Why do you think it is important to talk about hate speech? Why might it be important 

to have guidelines for preventing or dealing with hate speech online and offline, and what 

might those guidelines be? 

Students should recognize that understanding the impact of hate speech and having clear 

school guidelines could create a safer school environment and discourage prejudice and 

discrimination. 

 

 

www.commonsense.org 


